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% sudo dpkg-reconfigure -plow | ogcheck-dat abase | ogcheck
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2 * * % %  root test -x /usr/shin/logcheck & nice -nl0 /usr/shin/logcheck
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Possi bl e Security Violations

Unusual System Events

cooboooooooooboobooooooo

Possi bl e Security Violations
Sep 1 18:27:55 debian PAM uni x[5537]: authentication failure; (uid=0) -> root for ssh service
Sep 1 18:27:.58 debian sshd[5537]: Failed password for root from 192.168.24.10 port 48687 ssh2

Unusual System Events

Sep 1 18:02:04 debian sSMIP[5531]: Sent mail for root @ebian.|ocal.exanple.ac.jp (221 Bye)
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# these files will be checked by I ogcheck
/var /| og/ sysl og

/var/log/mail.log

/var/ | og/ daenon. | og

/var /| og/ messages

/var/log/lpr.log

/var/log/auth.log

goooon

O00Ologcheck.ignoreD0 00000000000 00OODODOO0OO0OOODOOOOOOO
goboobbooboobboobooboboo

i n. gpopper.*: connect from
mai | . | ocal
-- MARK --

| ast nmessage repeated .* tines

000000000000 00000D00o000D0oo0DOoDOoooDdlogeheck.ignoredd
000D0000000D00000!I ogecheck.ignore.server00O0000000O0O0O0OODO0O
01 ogcheck. i gnore.workstationOlogcheck.ignore.paranoid00000000O00O0
dpkg-reconfigure0 000 O0O0O00ODOOO0OO0OODOOOODOOOOODOOOOOOOO
o00oooOoooooooo

oooooooo

Sep 1 17:02:04 debian sSMIP[5162]: Sent mmil for root @ocal .exanple.ac.jp (221 Bye)

0000000000000 000O0DO0O0OlogchecklOOOODOOOOOOOOOOSSMTP
000o00oU0o0o00oo00oU00o0O0U0oDU0OOoDU0OO0DDU0O0DDOOoDUOUODOUOOoOOOOO
/etc/logcheck/l ogcheck.ignoreO0000000DO0ODOOODOODODOODOODOO

SSMIP\ [.*\ ]: Sent mail for

goooooogo
/etc/logcheck/ignore.d/ 000000000000 OISODOD0OOOOOOOOOOO
0000000000000 oooooooooooooooon
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% sudo |'s /etc/logcheck/ignore.d/

autonount dhcp inp isdnutils postfix qmail squi d syskl ogd
bi nd exim ipppd oi dentd ppp gpopper ssh tel netd
cron imp isdnlog portsentry proftpd sanba stunnel uptined

O0O0O/etc/l ogcheck/ignore.d/sysklogdDOOODODOOOO

% sudo cat /etc/logcheck/ignore.d/ syskl ogd

syslogd. *: restart\ .
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vi ol ati ons. dO O Possible Security ViolationsO O OO D O0O0O00OO0OODOOO
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ooooogd
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